ABSTRACT
INTRODUCTION
Due to the advancement of digital technologies and rapid communication network deployment, a wide variety of multimedia contents have been digitalized [1] [2] [3] and their distribution or duplication made easy without any reduction in quality through both authorized and unauthorized distribution channels [4] [5] . Digital watermarking provides a possible solution to the problem of easy editing and duplication of images, since it makes possible to identify the author of an image by embedding secret information in it.
Watermarking systems are robust or fragile. Robust watermarks are designed to resist any modifications and are designed for the copyright protection. Fragile watermarks are designed to fail whenever the cover work is modified and to give some measure of the tampering. Fragile watermarks are used in authentication [6] [7] .The fragile watermarks can be embedded in either the space domain or the transformed domain of an image. In the space domain, several fragile watermarking methods that utilize the least significant bit (LSB) of image data. A digital signature of the most significant bits of an image block is replaced by the least significant bits of the same block on a secret user key [8] [9] .
Watermarking techniques can be broadly classified into two categories spatial domain methods and Frequency (transform) domain methods [10] . Spatial domain methods are based on direct modification of the values of the image pixels, so the watermark has to be imbedded in this way. Such methods are simple and computationally efficient [11] , because they modify the color, luminance or brightness values of a digital image pixels, therefore their application is done very easily, and requires minimal computational power.
Frequency domain methods are based on the using of some invertible transformations like discrete cosine transform (DCT), discrete Fourier transform (DFT), discrete wavelet transform (DWT) etc. to the host image [12] [13] . Embedding of a watermark is made by modifications of the transform coefficients, accordingly to the watermark or its spectrum. Finally, the inverse transform is applied to obtain the marked image. This approach distributes irregularly the watermark over the image pixels after the inverse transform, thus making detection or manipulation of the watermark more difficult. The watermark signal is usually applied to the middle frequencies of the image [14] , keeping visually the most important parts of the image (low frequencies) and avoiding the parts (presented by high frequencies), which are easily destructible by compression or scaling operations. These methods are more complicated and require more computational power. The rest approaches are based on various modifications of both methods above, using useful details of them to increase the quality of whole watermarking process.
It is well known that there are three main mutually conflicting properties of information hiding schemes: capacity, robustness and indefectibility [15] . It can be expected that there is no a single watermarking method or algorithm with the best quality in the sense that three mentioned above properties have the maximum value at once. But at the same time it is obvious that one can reach quite acceptable quality by means of combining various watermarking algorithms and by means of manipulations in the best way operations both in the spatial and in the frequency domains of an image. In paper an approach to combining of DWT and DCT to improve the performance of the watermarking algorithms, which are based solely on the DWT, is proposed. Watermarking was done by embedding the watermark in the first and second level DWT sub-bands of the host image, followed by the application of DCT on the selected DWT sub bands. The combination of these two transforms improved the watermarking performance considerably when compared to the DWT-only watermarking approach. As a result this approach is at the same time resistant against copy attack [16] .
The paper is organized as follows. An introduction about the paper is given in Section 1. Wavelet domain watermarking and singular value decomposition used in our proposed work is provided in Section 2.The proposed approach is presented in Section 3. Experimental results are demonstrated in Section 4. Conclusions and scope for future work are drawn in Section 5. All watermarking systems consist of an embedding part and an extraction part as shown in Fig.1 . The input to the embedding scheme is the watermark, the cover work and a public or secret key. The cover work can be any multimedia data: audio data, video data or images. The watermark can be a number, text, or an image. The key may be used to enforce security (to prevent unauthorized removal of the watermark). The output is the watermarked work. The recovery part takes the (possibly distorted) watermarked work, the key and/or the original unwatermarked work and returns either the recovered watermark or a confidence measure of how likely a specific watermark is present.
WAVELET DOMAIN
The DWT can be implemented as a multistage transformation. An image is decomposed into four sub bands as shown in Fig.2 denoted LL, LH, HL, and HH at level 1 in the DWT domain, where LH, HL, and HH represent the finest scale wavelet coefficients and LL stands for the coarse-level coefficients. The LL subband can further be decomposed to obtain another level of decomposition. The decomposition process continues on the LL subband until the desired number of levels determined by the application is reached. Since human eyes are much more sensitive to the low-frequency part (the LL subband), the watermark can be embedded in the other three subbands to maintain better image quality. The basic idea behind the SVD-based watermarking techniques is to find the SVD of the cover image or each block of the cover image, and then modify the singular values to embed the watermark. DWT can be performed on the approximation image many times depending on the requirements needed for the applications. The watermark will be added to the image by modifying the wavelet coefficients. The basic DWT Operation is given by Equation (1) .
The DWT and IDWT can be mathematically given by Equation (2) ,
The DWT consists in splitting the signal x[n] in low and high frequencies using a low pass and a high pass filter respectively:
Lahouari Ghouti , Ahmed Bouridane, Mohammad K. Ibrahim and Said Boussakta [17] have proposed a new perceptual model, which is only dependent on the image activity and is not dependent on the multifilter sets used. To achieve higher watermark robustness, the watermark embedding scheme is based on the principles of spread-spectrum communications.
Satisfying both imperceptibility and robustness for an image watermarking technique always remains a challenge because both are conflicting requirements. Since performing SVD on an image is computationally expensive, a hybrid DWT-SVD-based watermarking scheme is developed that requires less computation effort yielding better performance. Rather than embedding watermark directly into the wavelet coefficients, Chih-Chin Lai and Cheng-Chih Tsai In order achieve both image authentication and protection simultaneously, Chun-Shien Lu , and Hong-Yuan Mark Liao [20] proposes a cocktail watermarking which can resist different kinds of attacks and embed 2 watermarks (fragile & Robust). Existing systems have used invariant properties of DCT coefficients and relationships between the coefficients for watermark embedding but they modify a large amount of data and produces maximum distortion. So a new method that uses Gaussian mixture model, Expectation Maximization algorithm, secret embedding key and private key for watermark embedding is proposed by Hua Yuan and XiaoPing Zhang [21] [32].
Though there are existing systems that provides perceptual invisibility and robustness, YiweiWang, John F. Doherty & Robert E. Van Dyck [23] [34] have proposed a new wavelet based technique for ownership verification by giving importance to the private control over the watermark and using randomly generated orthonormal filter banks. Liehua Xie and Gonzalo R. Arce [24] have proposed a concept of using compression algorithms which are based on wavelet decompositions. In this approach, the SPIHT compression algorithm is executed to obtain a hierarchical list of the significant coefficients and at least 3 coefficients that correspond to the ones with the largest absolute is selected. The watermark is embedded into the host image based on the selected coefficients. [40] has been proposed based on the multistage vector quantizer structure, which can be applied to image authentication and copyright protection applications.
To ensure the IDWT and DWT relationship, the orthogonality condition on the filters is used which is given by Equation (3).
SINGULAR VALUE DECOMPOSITION
Singular Value Decomposition, SVD is an important linear algebra tool, which is often used in image compression, digital watermark and other signal process fields. A digital image can be composed of many matrixes of non-negative scalars from the aspect of linear algebra.
SVD of an N×N image C is computed as C =USV T ------------(4)
Where U, V are N×N unitary matrices (UU T =I, VV T =I), and S is a unique diagonal N×N matrix, ( S = diag(s1,s2…,sr ,0,…,0) , where s1 ≥s2 ≥…. sr > 0 ), known as the singular value (SV) matrix of C .
Watermarking the image C is done by embedding the watermark W into the SV matrix S to form the matrix D = S + aW , where a is a scale factor that controls the strength of the watermark to be embedded in C . SVD is then performed on the new matrix D to obtain U w , S w and V w as
PROPOSED WORK

.1 WATERMARK EMBEDDING
DWT decomposes image into four non overlapping multiresolution sub bands: LL (Approximate sub band), HL (Horizontal sub band), LH (Vertical sub band) and HH (Diagonal Sub band). Here, LL is low frequency component whereas HL, LH and HH are high frequency (detail) components. Modification in the low frequency sub band will cause severe and unacceptable image degradation. Hence watermark is not embedded in LL sub band. The good areas for watermark embedding are high frequency sub bands (HL, LH and HH), because human naked eyes are not sensitive to these sub bands. They yield effective watermarking without being perceived by human eyes. But HH sub band includes edges and textures of the image. Hence HH is also excluded. Most of the watermarking algorithms have been failed to achieve perceptual transparency and robustness simultaneously because these two requirements are conflicting to each other. The rest options are HL and LH. Hence Watermarking done in HL and LH region.
A 1-level Haar DWT is performed on the original image to decompose it into four sub bands (i.e., LL, LH, HL, and HH). Then select LH and HL sub bands and perform Singular value decomposition (SVD) on them. Next the watermark is divided into 2 parts. The singular values in HL and LH sub bands are modified using the half of the watermark image and then SVD is applied to them [5] . Also, a scale factor is used along with it to control the strength of the watermark to be inserted. As a result we obtain two sets of modified DWT coefficients (LH & HL sub-bands) and two sets of non modified DWT coefficients (LL & HH sub-bands). Inverse DWT is applied on them to obtain the watermarked image. This is illustrated in Fig.5 .
A novel multiscale fragile watermarking method that embeds watermarks at multiscale wavelet subspaces is presented, based on statistical modeling of the image in the wavelet domain. The EM algorithm consists of two steps. The E step calculates the individual state probabilities for each wavelet coefficient P s,i, P l,i. and the M step involves simple closed-form updates for the variances [σ s 2 ,σ i 2 ] and the overall state probabilities [P s, P l ]. An overview of the watermark embedding process authentication messages are first translated into binary bit streams [8] . Then the wavelet subspaces at multiple scales are divided into a number of wavelet watermarking blocks depending on the number of message bits being embedded and the number of wavelet scales these bits will spread into. The binary bit streams are then embedded into the wavelet watermarking blocks by forming some special relationships defined by the code map.
To make the large variance parameter σ i 2 the same value as σ ٰ ◌ i 2 , each large coefficient s i will be modified by a certain amount ∆s i , such that
DWT
Fig.5. Block Diagram for Watermark Embedding Algorithm
Where P is the number of coefficients that are modified and K is the total number of coefficients in the wavelet subspace. Since the modifications of large coefficients E i , are independent from one another, there are numerous solutions satisfying (6).
Suppose σ i 2 and σ ٰ ◌ i 2 are the large variance parameters of two sets of the wavelet coefficients, denoted by S and S'. Let s i ,i=1,..P, represent the P coefficients to be modified in the set S with σ i 2 , and the total number of coefficients in that wavelet subspace is K. If each coefficient s i , i=1,..P, is modified by a respective amount ∆s i , in order to make σ i 2 and σ ٰ ◌ i 2 equal, then the optimal way 
It is noted that the two large variance parameters σ i 2 and σ ٰ ◌ i 2 should be obtained through the EM algorithm. Therefore, an iterative approach involving the modification and the EM algorithm in each single step is required to finally adjust the large variance parameter σ i 2 to the target value σ ٰ ◌ i 2 as shown in the Fig.6 . Using the EM algorithm obtain the large variance parameter σi 2 and σ ٰ ◌i 2 of wavelet subsets E and E' respectively
Calculate α according to formula (2) Update the large coefficients in wavelet subband E by
Recalculate the large variance parameter σi 2 of wavelet subset E using the EM algorithm combined with the singular value (diagonal vector) of watermarked image and scale factor is removed from it. Each half of the watermark is extracted from the respective sub-bands .Both half of the watermarks are combined to obtain the embedded watermark. The extraction process is shown in Fig.7 . Fig.7 . Block Diagram for Watermark Extraction Algorithm
EXPERIMENTAL RESULTS
As mentioned earlier, why we are choosing HL and LH sub bands Fig.8 . shows that HH sub band has minimum value for original image and same sub band has maximum difference when compared to other two sub bands in the singular values of original and noisy image as shown in Fig.9 . Hence watermarking in the HL and LH sub bands doesn't affect the image quality. In the evaluation of the performance of the watermarking scheme, we use the normalized mean square error MSE between the original and watermarked images, respectively, and peak signal to The error metrics used to test the proposed algorithm are Normalized Cross correlation (NC) and peak signal to noise ratio (PSNR). Let the host image of size NxN be c (i, j) and the watermarked counterpart be s(i, j) , then PSNR in dB is given by 
PSNR (Peak signal to noise ratio) is used to measure the invisibility of the embedded watermark in carrier image.
NC (normalized cross-correlation)
is used to measure the similarity between the extracted watermark w | and the original watermark w.
In order to test the performance of the proposed watermark algorithm, we used a set of experiments to verify the results of three attacks. From Table1, note that the proposed method can effectively resist attacks such as Gaussian, salt & pepper and Poisson noises. In most of our simulation, the PSNR value is greater than 45 dB as shown in Table 2 . This shows that the algorithm has enough visual imperceptibility and high robustness against various attacks.
S(I)=max{S:PSNR(I,)>=45} --------------(12)
CONCLUSION AND FUTURE WORK
The DWT technique provides better imperceptibility and higher robustness against attacks, at the cost of the DWT compared to DCT schemes. Each watermark bit is embedded in various frequency bands and the information of the watermark bit is spread throughout large spatial regions. As a result, the watermarking technique is robust to attacks in both frequency and time domains. The experimental results show the proposed embedding technique can survive the cropping of an image, image enhancement and the JPEG lossy compression. However, improvements in their performance can still be obtained by viewing the image watermarking problem as an optimization problem. By carefully defining the user key, multiple watermarking and repeatedly embedding to harden the robustness are available. Our technique could also be applied to the multi resolution image structures with some modification about the choice of middle frequency coefficients.
In this proposed method the values of the PSNRs of the watermarked images are always greater than 40 dB and it can effectively resist common image processing attacks, especially by JPEG compression and low-pass filtering.
